CLARK COLLINS
ITC 250 LABORATORY REPORT —HW 2

INTRODUCTION:

This lab report covers the steps necessary to perform network troubleshooting using open source and built
in operating system tools. This report lays out the necessary equipment and software to perform the steps
of these processes. The steps are laid out in order and should be able to be followed by anyone old
enough to read and follow directions.Good!

OBJECTIVE:

The purpose of this lab is to learn basic syntax for Windows and/or Unix commands. By following this
procedure, you will be able to better manage and maintain your company’s network. The beginning of
this report goes over good open source tools that can be used to analyze network traffic. It is vital to
know what data and devices are on your network in order to ensure proper security. By the end of this lab
you will be able to tell what devices are connected to the network and when they are sending and
receiving data. Good!

EQUIPMENT LIST:

The following equipment is required to perform this lab:

1. A Windows or Unix computer running ideally Windows Vista or higher and at least Unix (Mac
OSX version 10.0 and above.

2. Administrative access to the machine is required.

Keyboard/Mouse

4. Internet connectivity (wired or wireless)

w



ACTIVITY 1:
Selecting network analyzing tools.

After looking at more than a dozen network tools, | have gone over the list and picked out the ones that

| personally fine the most user-friendly, robust, and ideally, open source. Below you will find a
spreadsheet listing my findings.

Analyzer

with a free base
edition

everything that Wireshark and
Angry IP offer. Scalable as well.

Product Cost Details My Ranking (1-10)
Higher is Better
Wireshark Free or Paid One of the most powerful, still 8, no longer entirely
considered a network tool standard | free, but still offers
by many in the IT field. many great features
such as
Angry IP Scanner | OpenSource Offers portable edition, ping 7, less overall
checks, NetBIOS info, hostname features than
resolutions Wireshark, but
entirely free
JDSU Network Tiered model, In depth network analysis on top of | 9, Great Ul, tons of

features, can get
costly.

Microsoft Network
Monitor

Free

Made by Microsoft, offers similar
functions as the others, but not as
scalable like JDSU for larger
networks.

7, Free with limited
functionality. Other
tools offer better UI.

Good!

BLOCK DIAGRAM:

Not Applicable to this Report.

ACTIVITY 2 PROCEDURE:

1) Begin by opening your start menu and typing in run.exe. You can also use the hotkey WIN+R to
open the run command. A third option is to type cmd in the start menu of Windows if you are on

Windows 7-10.
2) Activity 2A

a) Type these commands into the command prompt and use your tool of choice (windows snipping
tool is built into windows Vista through Windows 10, it is available in the start menu by typing
“Snipping Tool” This will allow you to save images of what you have run in the command

prompt)
i) Netstat

ii) Netstat-e

iii) Netstat?

iv) Netstat-rn




3)

Activity 2B
a) The same process as Activity 2A Applies here. Type these commands into the command prompt
and take printscreens of the results.
i) ipconfig /all
ii) ipconfig /renew
iii) ipconfig /release
iv) ipconfig /flushdns
v) ipconfig /displaydns
vi) ipconfig /registerdns
vii) ipconfig /showclassid
viii) ipconfig /setclassid
Activity 2C
a) Follow the same process as the previous 2 typing these commands and saving/logging the
results
i) Ping www.mit.edu
ii) Ping-n 10 www.mit.edu
iii) Ping www.microsoft.edu

iv) Ping www.ucla.edu
v) Ping www.Purdue.edu
Activity 2D
a) Follow the same process as the previous 3 typing these commands and saving/logging the
results
i) Arp-a
Activity 2E
a) Follow the same process as the previous 4 typing these commands and saving/logging the
results
i) Route
ii) Route print
iii) Route print -4
iv) Route print -6
Activity 2F
a) Follow the same process as the previous 5 typing these commands and saving/logging the
results
i)  Tracert www.mit.edu
ii) Tracert www.microsoft.edu

iii) Tracert www.Purdue.edu

iv) Tracert www.iu.edu


http://www.mit.edu/
http://www.mit.edu/
http://www.microsoft.edu/
http://www.ucla.edu/
http://www.purdue.edu/
http://www.mit.edu/
http://www.microsoft.edu/
http://www.purdue.edu/

ACTIVITY 2A DATA:

The following screen captures link back directly to the commands in the procedure portion of this
report. The “netstat” command shows the active connections between the PC and host and the related
connection from that host. In my case, | am on my work PC so it shows the other connection on the
network. The second image shows the “netstat -e” connection which displays what is currently
connected to the LAN either wired or wireless. “Netstat ?” shows the common commands that can be
used in conjunction with netstat. “Netstat -rn” displays the information for routing both on IPV6 and
IPV4.

M A A A A A A A A T A A A A A A A N A A A
MmAAmMAM-SMMAS<4MMd<d<d<d<4<4<mmnN

L
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

A A A A

MAMMMEMMETMR




BEX Command Prompt
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ACTIVITY 2B DATA:

There are many uses for the ipconfig commands. They can be used for changing IP addresses, releases
IP’s, among hundreds of other options. The ipconfig is among the most common commands used in a
command prompt, and for good reason. The following images depict, in order, what the lab report had
us run.

1) ipconfig /all (Displays the full TCP/IP config for all adapters if no adapter/NIC is defined)

2) ipconfig /renew (Renews the IP address forcing the router to assign a new one is new policies
require it in the router’s settings)

3) ipconfig /release (releases the current IP address to assign a new one if the current one is not
statically assigned by MAC address. This can also result in the same IP being assigned even without
a static IP depending on how your router is configured)

4) ipconfig /flushdns (Flushes/Wipes the DNS records for that specific address)
5) ipconfig /displaydns (Shows the current DNS on that device)

6) ipconfig /registerdns (Registers a DNS to that device)

7) ipconfig /showclassid (Displays the contents of the DHCP class ID)

8) ipconfig /setclassid (Designates a DHCP class ID)

Furthers Details and References can be found here:

https://technet.microsoft.com/en-us/library/bb490921.aspx



https://technet.microsoft.com/en-us/library/bb490921.aspx
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E¥ Command Prompt - O >
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E¥ Command Prompt - O >
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ACTIVITY 2C DATA:

The ping tests to the assorted Domains resulted in similar results. The -n 10 command allows a user to
specify how many ping tests are run before stopping. If ping -n is used without a number following it, a
continuous ping will be run, this can be useful for testing to see if a connection is not stable, but still
online. I did not see any large fluctuations in my tests with ms delays. They were all very consistent and
well within a healthy range, which, in my opinion is anything under 50ms. This varies depending on the
type of network set up, and whether or not delays are important such as live video feeds, etc. None of
these tests involved changing the number of bytes of data sent for the ping tests, | have actually never
tried adjusting that and will look into it this weekend to find out more.
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BEX Command Prompt
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ACTIVITY 2D DATA:

The “arp” command stands for Address Resolution Protocol. This command displays all local physical
connection MAC addresses. This also states the types, whether dynamic or static. It is very useful when
trying to find specific devices since MAC (physical addresses) are typically static.
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ACTIVITY 2E DATA:

The route commands display both the virtual and physical NIC’s on the PC as well as the active routing
tables of the machine the command was run on. You can choose whether or not to define IPV6 and IPV4
by using -4 or -6 at the end of the command.
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ACTIVITY 2F DATA:

The “tracert” command is used to define which route packets use in transit from the local system to the
defined remote system. | noticed that the www.Microsoft.edu address time out because it is not an active
Domain since they do not (to my knowledge) operate an educational institute. This is typically a
command that is run to see if a website domain is working or not. We use it often at the office at work
when a client’s website goes down.

BX Command Prompt - tracert www.microsoft.edu — O x
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CONCLUSION:

This was a useful lab to introduce people to the basics of the command prompt. It shows people how to
get vital information about devices on a network as well as the routing tables and physical addresses
currently in use. Some of these commands | use on a weekly basis when clients are having trouble
connecting or loading webpages as well for issues with connectivity to servers or ipsec tunnels.

To recap on what was covered, the “netstat” command allows for viewing of networking information and
monitor TCP/IP network activity. The “ipconfig” command allows for a great number of useful
operations involving setting, releasing, renew, and assessing the IP addresses of devices on the network.
The “ping” command allows one to assess delay times, and connectivity to remote addresses and
domains. The “route” command displays routing tables and is useful when troubleshooting and ensuring
efficiency on the network. The “tracert” commands tells you which route specific packets are taking from
a host to a destination.

QUESTIONS/COMMENTS:

I intend to delve a little deeper into the command prompt this weekend to get a further grasp of all that it
can do. | had not run the netstat commands in quite some time.

GRADE A+



