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Report Summary

Attempted to build a website that used a version ofthe Steam game Hacknet

to teach users the importance of cybersecurity
o Website is completely non-functional

Tried to use JavaScript to make a pared-down version of the game
Build a database to record all necessary information for each user (username,
password, an integer to track progress through the game, etc)



Project Milestones/Timeline

Sunday Monday Tuesday Wednesday ||Thursday Friday Saturday
5 6 7 o 0 10 11
12 13 14 15 16 17 18
19 20 21 152 23 24 25
{Adjust table row
26 27 28 1129 30 1 2
3 A 5 6 7 B 0

Orange: Debugging

Red: Research time

Green: Web Development time (HTML/CSS, PHP, JavaScript)
Blue: SQL Database Coding




System Requirements

System must have two functioning games (one for hacking and one for
cybersecurity)

System must have properly formatted webpages

System must have a SQL database thatis referenced properly

System should allow new users to make new accounts, and for old users to be
able to reset their progress and start over ifdesired

System should be easy to navigate

System should be aesthetically appealing



Software Programming Tools

Notepad++

XAMPP

MySQL

Apache Webserver*



Web System Design




Data Table

o MySQL returned an empty result set (i.e. zero rows). (Query took 0.0013 seconds.)

SELECT * FROM ~users’

Id Username PASSWORD Created At Progressint



“Implementation and Testing”: attack.html

Local Terminal | IPv4 Address: 149.105.1.053

Type "connect” followed by the CIA [P address provided to you.

[Following that 15 a more realistic explanation of how to remotely open closed ports, wipe traces of your presence, etc.

Send Command

Completing this webpage will turn a boolean variable to "1" in the SQL database.




“Implementation and Testing”: defense & home.html




“Implementation and Testing”: About_Us & why.html




“Implementation and Testing”: register & login.php

< C | ® localhost/FINAL_PROJECT/register.php

Sign in to Yahoo @ YouTube [ Netflix (5 Online Banking & I Create a SOL databa 5J Social |

i Apps [ Blackboard Leam % mylPFW: The Portal |

Warning: mvsgli_ connect(): (HY 0001045} Access denied for user 'root' @ 'localhost' (vsing password: YES) in C:'zampp'htdocs\FINAL PROJECT \config.php on line 10

Access denied for user 'root' @ 'localhost’ (using password: YES)

<« C | @ localhost/FINAL_PROJECT/login.php
i Apps [@ Blackboard Leam [P mylPFW: The Portal - Sign in to Yahoo B YouTube " Metflic (£ Online Banking & N Create a SQL databa 5 Socia

Warning: myvsgli_connect(): (HY000/1045): Access denied for user 'root' @ localhost’ (using password: YES) in C:lxampp'htdocs\FINAL PROJECT config.php on line 10

Access denied for user 'root' @ 'localhost’ (using password: YES)



“Implementation and Testing”: register & login.php

= & | @ localhost/FINAL_PROJECT fregister.php

< & | ® localhost/FINAL_PRCJECT/login.php

st Apps [ Blackboard Leam Fyj rylPFW: The Portal ©

i: Apps [ Blackboard Leam ¥4 mylPFW: The Portal ¢

Sign Up

I—Og I n Please fill this form to create an account.
Please fill in your credentials to login. Username:’
Username:”
localhost Password:’
Password:"
P Confirm Password:”

Don't have an account? Sign up now.
Already have an account? Login here.




“Implementation and Testing”: config.php code

@’ Cloampphihtdocs\FINAL_PROJECT\config.php - Motepad++

File Edit Search View Enceding Language Settings Tools Macre Run Plugins  Windo
sHHBER LA 4 Mkiae/ay| *%x|BE|Z1 ED
[ 1sb 11-exercise08-pdo php (3 | Blsb11-exercise08 mysaii php (3 | Bl ab 11-exercise 13 php (3| B viewlmage ph

1 [H<?php

2 J* Database credentials. */

3

4 define('DBHOST', '127.0.0.1'):

&= define ("DBUSER', 'root'):

[ define ("DBPASS', 'GEOTfhSgomaiE3SE'):;

7 define ("DENAME', 'hacknetdatabase'}):

B

] f* Attempt to connect to MySQL database */

=
[=]

Sconnection = mysgli_ connect (DBHOST, DBUSER, DBPASS, DENARME):

[
-

ff Check connection
if | mysqgli connect errno() )

= {

[
[T

die( mysqgli connect error() }:

[
- &
T
-

=
=]

=2




“Implementation and Testing”: attack.html code

[ Comamppihtdocs FINAL_PROJECT amtackhtmi - Notepad=~

We Bt Sewch Mww Encoding Lanquege Seltings Tash Macw Bu Blugns Window

sOHe S LS sBlaciayg t % BRI T EIBO=®MEFE
Bt 1-ensrciseDBpdo.pho 03| Blsb 1 1exercse08mysch pho 3| ab 1 1-exercene 13.pho 3| B wewimage oo 3| Bl home b (3 1 attackF

IDOCTYPE he=id

2 E el 1
H<head>

3
4 <meta charsev="utf-
5 <meta name="viewport" content="width-device-width, initial-scvale=1.0%>
© “titleAttack</tizlen
£ 3_defanl -css™ rele"stylesheet">
€!-- Cusvem atylea for this templace -->
clink href="chapter0B-project0s.eas® rel=tatylesheet's
o Reapand. §a TER aupport L5 elementa and media queries -3
(=] =[4if 1t IE &]>
<acript sre="../../assecs/js/humlSahiv soripty
“scIipl s wof oo famsenal s/ respond et mozips
<! endif]
(& <atylex
a:link {
text-decoration: underlime;
ealar: bine:
]
arvimitea |
textodecaration: anderline;
ealor: parple:
28 ]
s azhover {
30 text-decoration: none:
L font-weight: bold:
£} ]
33 azactive |
24 background-color: yellow:
38 ]
38
a1 nody |
38 hackgrannd-image: url("C:/xampp/htdses/FINAL_FROJECT /mRLSTHO . pag") !
38 }
40
41 Pl
4z 0
43 color: agua:
44 background-color: black:
4% size: 20px;
46 ]
a8 /% The Modal (backgronnd) */
a8 -madal [
50 Ataplay: none: /% Hidden by defanit «f
51 pomition: fized: /¢ Stay in plaoe &/
52 z-index: 1: /% Sit on top */
E— padding-top: 100p%: 7+ Location of the bux 4/ e



:

=]

top: 0f

width: 100%: /* Fuoll width */

height: 100%; /* Full height */

overflow: auto; /* Enable scroll if needed #/
background-colo: rgb(0,0,0); /* Fallback color */
background-color: rgba(0,0,0,0.4); /+ Black w/ opacity */
b

/% Modal Content #/
.modal-content {
background-color: #fefefe;

border: 1px solid #888:
width: 80%:

/* The Close Button */
.close {
color: #aaaaaa:
float: right;
font-size: 28px:
font-weight: bold;

.close:hover,

.close:focus {
color: #O0D;
text-decoration: none:
cursor: pointer:

3

</style>

r</head>

<body>

<nav>
<ul>
<li><a href="http://localhost/FINAL_PROJECT/home.html">Home</a></1i>
<li»<a href="http://localhost/FINAL PROJECT/about us.html">About Us</a></li>
<liz<a href="http://localhost/FINAL_PROJECT/attack.html">Attack</a></li>
<li»<a href="http://localhost/FINAL PROJECT/defense.html">Defense</a></1i>
<li><a href="http://localhost/FINAL PROVECT/whv himl">Why</a></1i>
<ful>
</nav>
<p style="color:red; background-color: black">Welcome, username. We need you to hack into the CIA and steal some wiretap recordings for us. Any will do.<br>
To do so, navigate to this IP Address: 124.42.38.567. Once there, probe their defenses, get in, download the recordings, wipe the /log directory clean, and get out.<br>
Then, upload the files to cur filedump server.<br>
Command out.<br><br>

--Textbox will appear in the middle of the page. First, the user should type "connect 124.42.38.567". Then, they should type "probe”, which will reveal a closed port 80 and closed port 1443.--<br>

--They should then type "HTTPcrack 80" and "SQL MemCorrupt 1443". These should open the ports. Then, they type "porthack”, which will grant the usSer Superuser access.--<br>

--Now they will be presented with a few folders: /home, flog, /sys, /bin, and /wiretap records. The user should type "mv wiretap records", and then "scp wiretap 001".--<br>

--Now they type "cd.." to move back to viewing all the folders. Then, "cd log" to move to the log folder, and "rm *" to wipe all traces of their presence. Then, "disconnect” to leave the CIA server.--<br><br><br>




- </p>

<!——Game UIL.--—>

<p id="game attack" style="color:agua; background-color:black"></p>

<p 1d="tutorial text" style="color:agua; background-color:black"></p>
C:\Users\username: <input type="text" id="emd prompt" name="cmd prompt" value
<button id="cmdBtn">Send Command</button:

<!-- The Modal —->
= <div id="errorModal" class="modal">
<!-— Modal content -->
= <div class="modal-content">

<span class="close">&times;</span>
<p>Incorrect input. Check spacing, capitalization, and spelling.</p>

- </dive
- </fdiv>
«<!1--The game is here.-->
= <script>
var startString = 1 IPv4 Address:
130 var startPrompt = "connect\" followed ¥y the IP address provid -2
131 document .getElementById("game attack").innerHTML = start3tring;
document .getElementById (" tut izl text").innerHTHML = startPrompt;
<!-—— Bn integer that records the user's progress in the attack game. ——3>
var progress = 0;

/{ Get the modal
var modal = document.getElementById('errorModal")

//Get the modal button
var btn = document.getElementById("cmdEtn™) ;

// Get the <span> element that closes the modal
var span = document.getElementsByClassName ("close") [0];

f/ When the user clicks the buttomn, open the modal
btn.onclick = function() {
modal.scyle.display = "block™;

/{ When the user clicks on <span> (x), close the modal
span.onclick = fonction() {

modal . scyle.display = "none";
B [}
. N . N . R 164 Af (dncument.gerElemenzByld (emd prespe) .valuel="connsce 13443, =)
/{ When the user clicks anywhere outside of the modal, close it [ modal.style.display = “biock”

s s - 164 wlaw document . gecl mely! ©) .valuess"connect 4.4 £
window.onclick = functionm(event) { “ i vt ScE bt By (ol popor) puc J
if (event.target =— modal) { 1¢ Aocument. "ze sck") . inmesETHL = *Rusm

1e document . gerElementiylag-a %z®) . AnnesHTHL = =
modal . style.display = "non 2 progress = 1
]
} )

“eolor: Black; backgrousd-color| eyan Following THAT is & BOTe realistic sxplanation of how 1o resotely opsn closed POTLS. Wips Lraces of YOGF pressnce, eto.</p>
oalor: ayan®sCompleting this webpage will turn a boolsan wariable to “1% in the SL database.</p>

btn.onClick = function()



Lessons Learned

Process of creating a web site is laborious and time-consuming
Any task will be at least twice as complex as initially believed

Procrastination should be kept to a minimum, if not avoided outright
o Can ask for help sooner that way

Always be socialand make friends in class who can explain things to you
o Anpartner would have been invaluable for this project.



Conclusion

e Thought project would teach me more about cybersecurity

e Projectactually helped me learn a great deal about:
o Teamwork (or the lack thereof)
o Web Systems (and the design thereof)

e Hopefully, will utilize lessons learned in the future
o Start projects sooner; use free time to dabble in any ongoing projects
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