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Topics on HTTP Web Server
e Configuration
Virtual Hosts
Authentication
Content Description and Modification
Indexing
Redirection
Proxying
e logging
Security
e Runninga BigWeb Site
e Building Applications
e Server-Sidelncludes
PHP
CGl and Perl
mod_perl
mod_jservand Tomcat
The Apache API
Writing Apache Modules

Server Administration Knowledge/Skills
e Building, Installation, Upgrading
e Configuration
o ConfigurationFiles
o Configuration Sections
e Starting, Stopping, Restarting
e Addingcommon modules

e Logging

Virtual Hosts
e Aliases, Redirecting, and Rewriting
e Security


http://httpd.apache.org/
https://www.apachefriends.org/index.html
http://www.wampserver.com/en/

e Installing SSL

e DynamicContent
o Enabling CGl scripts, PHP, Perl, Python

e Error Handling

e Proxies

e Performance

e Directory Listings

College ETCS’s Apache Web Server

[linQRetcs2 ~]$ 1s

cgi-bin home public html

[lin@etcs?2 ~]$ ed /

[lin@Retcs2 /]S 1s

bin dev home 1ib64 mnt proc run srv
boot etc 1ib media opt root sbin sys
[lin@etcs2 /]$ cd home

[lin@etcs?2 home]$ 1ls

tmp
usr

bender elahib lin muellerd raez
broberg events lis old homes rosemb01
cooklevt hiltona liuy oloomi setzerc
dostalc klinrj01 1luoh presslem spirac
dupenb libii moors presslem-ad steffen

[lin@etcs?2 home]$ ed lin
[lin@etcs2 ~]$ 1s

cgi-bin home public html
[lin@Retcs2 ~]5S

var

student org
swe
thompsoe
vulnscan
yen




After the XAMPP Server Installation, then Start the XAMPP Program
e  Windows Start=> XAMPP => XAMPP Control Panel

10:49:36 PM [Apache
10:49:36 PM [Apache
10:49:36 PM [main] Starting Check-Timer
10:49:36 PM [main] Control Panel Ready

=1 XAMPP Control Par el v3.2.2_[ Compiled: No i 3
XAMPP Control Panel v3.2.2 - carg
Modules P
Service  Module PID{s) Port{s) Actions ) Netstat
Apache admin | | config || Logs | i shel
MySaL Admin [ Config ] [ Logs ] [ | Explorer
FileZila somin | [ config || Logs | [ EE services
Mercury Admin [ Config ] [ Logs ] & Help
Tomcat Admin [ Config ] [ Logs ] |_:[ Quit

10:49:36 PM  [main] Initializing Modules
10:49:36 PM [Apache]
10:49:36 PM [Apache]
10:49:36 PM [Apache] Apache WILL NOT start without the configured ports free!
]
]

Problem detected!
Port 80 in use by "Unable to open process” with PID 4!

You need to uninstall/disable/reconfigure the blocking application
or reconfigure Apache and the Control Panel to listen on a different port

I 1| m | » . |

Apache or XAMPP Startup Problem
See what’s Using Port 80:
1) Click Shell on the XAMPP Control Panel

2) netstat —ao

= TCP 0.0.0.0:80 PID 4

Setting environment for using XAMPP for Windows.

Administrator@LIN-PC c:\7.2.8vcl5
# netstat -ao
Active Connections

Proto Local Address

TCP 0.0.
TCP 0.0
TCP 0.0
TCP 0.0
TCP 0.0
TCP 0.0.
TCP 0.0.
TCP 0.0.
TCP 0.0.
TCP 0.0.
TCP 127.
TCP 149.
TCP 192.

Foreign Address

0.0:80 1in-PC:0
.0.0:135 1in-PC:0
.0.0:445 1in-PC:0
.0.0:1309 1in-PC:0
.0.0:1332 1in-PC:0

0.0:2869 1in-PC:0

0.0:49326 1lin-PC:0

0.0:50248 1in-PC:0

0.0:49326 1in-PC:0

0.0:50248 1lin-PC:0

94.0.2:9406 1in-PC:0

164.237.52:139 1in-PC:0
168.1.13:139 1in-PC:0

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LISTENING

LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

PID

848

2668
3684

644

644

3504

3) Task Manager




SystemPID4 +. User Name SYSTEM

Image Mame PID User Mame CPU  Memory (Private... Description a
MIWebServiceContainer... 6058 SYSTEM aa 1,868 K NI Web Service Container
MIWebServiceContainer... 6100 SYSTEM oo 1,412 K NI Web Service Container
MIWebServiceContainer... 6138 SYSTEM [ulx] 1,760 K MIWeb Service Container
nidmsry. exe *32 3228 SYSTEM on 3,698 K nidmsrv
nipalsm.exe *32 1543 SYSTEM x| 2,168 K MI-PAL Service Manager
iprntctl. exe 6532 Administrator on 4,032K  Movell iPrint Control Utility
iprntign.exe Ba00 Administrator aly} 1,440 K Movell iPrint Login Monitor
I iprntsry, exe 2643 SYSTEM 0o 2,140 K. Movell iPrint Service
System 4 SYSTEM oo Fa kK NT Kernel & System
openvpn.exe 32 9892 SYSTEM aa 2,676 K openvpn.exe
ovpniray.exe 32 F0os Administrator oo 15,644 K ovpniray.exe |:|
lkcitdl.exe *32 4552 SYSTEM on 4,040 K Partof Logos o
System Idle Process 0 SYSTEM o3 24K  Percentage of time the proce
PresentationFontCache... 4576 LOCAL SERVICE [ulx] 8,708 K PresentationFontCache.exe
ReportingServicesServi,., 3775 RepartServerss... x| 561,044 K Reporting Services Service
RMADIrMultiplexor.exe .., &748 SYSTEM aly} 13,140 K RMA Directory Client Multiplex
RnaDirserver.exe 32 3768 SYSTEM 00 10.948 K RMA Directorv Server 2
L] I F
] Show processes from all users
End (Kill) the process from Task Manager (but unsuccessful)
NT Kernel & System?
From Windows Control Panel =>Administrative Tools =>Services
OR clickon XAMPP Control Panel =>Services button
k. Services —E@g
% -
File Action Miew Help
e |Ec=HmE > >mnw
. Services (Local) . Senvices (Local)
Select an item to view its description. | Mame ’ Description Status Startup Type Log On As |~
S ActiveX Installer (AxInstSV) Provides Us... Manual Local Syste... |i|
I . Adaptive Brightness Monitors a..  Started Manual Local Service
L Adobe Acrobat Update Service Adobe Acro...  Started Automatic Local Syste...
I L Adobe Genuine Menitor Service Adobe Gen...  Started Automatic Local Syste...
L Adobe Genuine Software Integrit.. Adobe Gen..  Started Automatic Local Syste..
L Agilent 10 Libraries Service Provides sys.. Started Automatic Local Syste..
l % Agilent mDN5 Responder Service  Enables har...  Started Automatic Local Syste...
. Agilent PXI Resource Manager Manages re.. Started Manual Local Syste...
S Altera JTAG Server Started Automatic Local Syste...
[l Lo Application Experience Processes a...  Started Manual Local Syste...
i S Application Identity Determines ... Manual Local Service
I L Application Information Facilitates t... Manual Local Syste...
L Application Layer Gateway Service Provides su... Manual Local Service
I S Application Management Processes in... Manual Local Syste...
I L ASP.MET State Service Provides su... Disabled Metwork S...
! Lo Autodesk Application Manager 5. Autedesk A, Started Automatic Local Syste..
| L Autodesk Content Service Autodesk C..  Started Automatic Local Syste..
H . Background Intelligent Transfer... Transfersfil.. Started Manual Local Syste... -

\ Extended /(Standard/




Problem (A) NI System Web Serveris using port 80
e Clickon “Stop the Service”
e Then restart the XAMPP
e Problemremains

Problem (B) SQL Server Reporting Services (SQLEXPRESS)
e Clickon “Stop the Service”
e Then restart the XAMPP
e GOODTOGO
e Clickon Start Apache => Different Problem

XAMPP Contro el v3.2 piled: Nov 12th 2015 |

@
XAMPP Control Panel v3.2.2

Modules
Service Module  PID(s) Port(s) Actions
Apache admin | | config || Logs
MySQL admin | [ Config || Logs
FileZila aamn | [ config ][ Loss
Mercury admin | [ Config | [ Logs
Tomcat admin | [ Config || Logs

11:56:40 P [Apache
11:58:41 P [Apache

] Status change detected: running
] Status change detected: stopped
11:56:41 PIM [Apache] Error: Apache shutdown unexpectedly.
11:56:41 PIM [Apache] This may be due to a blocked port, missing dependencies,
11:58:41 PM [Apache] improper privileges, a crash, or a shutdown by another method.
]
]
]
]

11:58:41 PM [Apache] Press the Logs button to view error logs and check
11:56:41 P [Apache] the Windows Event Viewer for maore clues

11:58:41 PIM [Apache] If you need more help, copy and post this

11:56:41 PIM [Apache] entire log window on the forums

m

1

Problem (C)If NOT ABLE to solve the problem yet:

Using NET STOP HTTP command to stop HTTP service

Administrator@LIN-PC c:\xampp

#cls

# NET Stop HTTP

The following services are dependent on the HTTP service.
Stopping the HTTP service will also stop these services.

UPnP Device Host
SSDP Discovery
Print Spooler

Do you want to continue this operation? (Y/N) [N]: y
The UPnP Device Host service is stopping.
The UPnP Device Host service was stopped successfully.
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The SSDP Discovery service is stopping.
The SSDP Discovery service was stopped successfully.

The Print Spooler service is stopping.
The Print Spooler service was stopped successfully.

The HTTP service is stopping........
The HTTP service could not be stopped.

Restart XAMPP Control Panel, then Click Start Apache

——— -
'[] XAMPE Control Panel v32. 2015 ]

XAMPP Control Panel v3.2.2
S
Service  Module PID{s) Port(s}) Actions M

i MysaL Admin Config Logs || Explorer

FileZilla Start Admin Config Logs E} Services

I Tomcat Start Admin

I

12:03:32 AM [main] All prerequisites found
12:03:32 AM [main] Initializing Modules
12:03:32 AM [main] Starting Check-Timer
12:03:32 AM [main] Control Panel Ready
12:03:34 AN [Apache] Attempting to start Apache app... 1l
12:05:36 AM [Apache] Installing service..

12:05:36 AM [Apache] Successfull

12:05:38 AM [Apache] Attempting to start Apache senvice ..

m

Then Click Start MySQL




. XAMPP Control Panel v3.2.2

Modules
Service  Module PID{s) Port(s) Actions
Apache Stad
v MySQL
(%]  Fiezia
Mercury Start
(%]  Tomeat Start

12:05:36 AN [Apache] Installing semvice...
12:05:36 AN [Apache] Successfull

12:05:386 AN [Apache] Attempting to start Apache senmvice...
12:06:09 AN [mysgl]  Attempting to start MySQL app...

] Attempting to start MySQL app...
12:06:23 AN [mysgl]  Attempting to start MySQL app...

]

]

12:06:14 AM [mysq|

12:06-28 AM [mysql
12:06:28 AM [mysq

Installing service. ..
Successfull

Admin

Admin

Admin

Admin

Admin

Ca
Ca

Coom ]
Config Logs
.

i

m

XAMPP Control Panel:
Clickon “Config”, thenclick on “Service and Port Settings” to see



r ™
[Z] Configuration of Control Panel - E‘E‘g

Editor:

notepad.exe

Browser (empty = system default)

Autostart of modules
[[] Apache [C]FileZila [] Tomeat
[FIMysqL [ Mercury

Selected modules wil be started on next launch of the
Control Panel.

[] start Control Panel Minimized
Enable Tomcat output window
Check default ports on startup
[] Show debug information

[ Change Language ] [ Service and Port Settings ]

[ User Defined Files ] [ Log Options ]

’ ¥ abort H + save ]

— — W = h
@ Service Settings EI_IE

—

L=ze this form to set service-specific and default port settings. You can setthe
name and default ports the XAMPP Control Panel will check. Do notinclude
spaces or quotes in names. This does NOT change the ports that the services and
programs use. You still need to change those in the services® configuration files.

Apache | mysaL | FileZilla | Mercury | Tomeat |
Apache Seftings

Service Name Main Port S5L Port

Apachez 4 a0 443

3 Abort ] | o Save |

ks — ——

K — S E—— =]
E Service Settings El_lﬂ

—

Use this form to set service-specific and default port settings. You can setthe
name and default ports the XAMPP Caontrol Panel will check. Do not include
spaces or quotes in names. This does NOT change the ports that the services and
programs use. You still need to change those in the services’ configuration files.

Apache | MySQL | FileZills | Mercury | Tomest |
MyS0L Settings
Service Name Main Port

mysql 3306

X avert | | see |




Apache Folders/Subdirectories (XAMPP example)
Clickon Shell

=
o MMPPM
—

Setting environment for uszing XAMPP for Windows.
AdmninistratorBfLIN-PC c:sxampp?.2.8uvclh
# dir

Uolume in drive C has no label.

Uolume Serial Mumber is CAZ2Y-2DAF

m

Directory of c:osxampp?.Z2.8uvclh

ANONYMous
apache
apache_start.hat
apache_stop.bat
catalina_service.hat
catalina_start.bat
catalina_stop.hat
cgi—hin
contrih
ctlzcript . bat
FileZillaFTP
filezilla setup_bat
filesilla_start.bhat
filezilla stop.bat
htdocs
img
install
licenses
locale
mailontput
mailtodisk
MercuryMail
mercury_start_bat
mercury_stop.hat
mysgl
mysgql_start_hat
mysgl stop.bat
passwords . txt
perl
php
phpMyAdmin
877 properties.ini

?-.697 readme_de.txt

?.564 readme_en.txt

2.413 RELEASENOTES
sendmail

68,928 service.exe

1.255% zetup_xampp.bat
sprc

2.85%2 test_php_bat

228 _0BB8 uninstall._dat
8.539.353 uninstall._exe 5

Inside Apache Folder/Directory

e apache
o /bin/
o [conf/httpd.conf ... the configurationfile

= Listeningport 80 (default)

= LoadModule

= ServerName localhost:80

=  DocumentRoot “C:/xampp/htdocs”

= <Directory “C:/xampp/htdocs”> ...</Directory>
= <Directory “C:/xampp/cgi-bin”>...</Directory>
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/conf/exta

/conf/original

/conf/ssl.crt

/conf/ssl.csr

/conf/ssl.key

/error

/icons

/include

/lib

/logs

/manual

/modules
o [scripts

e htdocs

e cgi-bin

* php

e perl

e phpMyAdmin

O O O O 0O OO O 0O o0 O O

- ~
@ Service Settings . L =R ﬂj

Use this form to set service-specific and default port settings. You can setthe
name and default ports the XAMPP Caontral Panel will check. Do notinclude
spaces or quotes in names. This does NOT change the ports that the services and
programs use. You still need to change those in the services' configuration files.

| Apsche | MysaL | Filezills | Mercury | Tomest |

Tomecat Settings
Service Name Main Port  AJP Port HTTP Post
Tomcat? 8005 8009 8080
3 Abort ] l W Save

Change HTTP Port to 8090

Discussion Forum:
e http://stackoverflow.com/questions/34495137/tomcat-shutdown-unexpectedly
e netstop http --stop the servicesonport80
e netstat—abno --toseewhoelseisusingport
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