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HRJ Farmers Inc. High Level Logical Flow Diagram 
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Security Threats
There are six key dimensions to any e-commerce security 

and for HRJ Harmer’s also these six security parameters 
are equally important. Authors of HRJ Farmers Inc 
indentified some security threats for each of six 
dimensions that may potentially harm their business. dimensions that may potentially harm their business. 
These threats are

� Customer credential alter/destroy
� Shopping cart information alter/destroy 
� Alter/Modification of order data
� Alter/Modification/destroy of Payment information 



� Theft of customer’s personal information
� Unauthorized access to website
� Fictitious emails to individuals from HRJ website

Transmit user to other website

Security Threats

� Transmit user to other website
� Virus attack on HRJ Farmers website
� Spread heavy traffic to HRJ website to make website 
operation slow or unusable 



�Virus protection tool at server and client side
�Access control and authentication protection with 
appropriate firewall and proxy server setting

Plan to Defeat Security Threats

appropriate firewall and proxy server setting
�Cryptography technology to convert client information 
to cipher text format
�Enable secure socket layer for payment process
�Monitoring tool for abnormal behavior on the website
�Regular data backup
�Educational information for first time and regular 
customer to access website
�Enabling digital certificate for the website



A digital certificate is an electronic "credit card" that establishes customers 
credentials when doing business or other transactions on the Web. It is 
issued by a certification authority (CA). It contains customers name, a serial 
number, expiration dates, a copy of the certificate holder's public key (used 
for encrypting messages and digital signatures), and the digital signature of 

Digital Certificates

for encrypting messages and digital signatures), and the digital signature of 
the certificate-issuing authority so that a recipient can verify that the 
certificate is real. Digital certificate major action areas are:

� They protect data that's exchanged online from theft or 
tampering.

� They authenticate that their holders—people, Web sites, 
and even network resources such as routers—are truly 
who or what they claim to be.



In Marketplace there are many company offers secure 
environment for e-commerce business and provide digital 
certificates for secure transactions some of them are

Digital Certificates Authorities

� VeriSign 
� DigiCert
� GeoTrust
� Thawte







� Unlimited Free Reissues
� 2048-bit SSL Secure Sockets Layer with TLS Encryption
� Compatible with all major browsers

DigiCert Advantages

Compatible with all major browsers
� Solid vetting to ensure strong Authentication
� Secure Site Seal
� Phone, Email, and Chat Support
� Compatible with Apache, IIS, Tomcat, Exchange Server, 

and other servers
� Compatible with Linux, Windows, and other operating 

systems



Payment Process


