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Background and Application Concept

I Interested Parties

* Corporate Standards and Architecture
* Information Security Risk Management
* Endpoint Management

* Andrew Dahman
e |TT Exelis
— Supervisor — Enterprise Applications
* Ryan Uhl
e ITT Exelis
— Project Manager and Application Developer
* Hongli Luo
e |PFW
— Faculty Advisor
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Summary

e |TT Exelis
— Global Defense Contractor
— Approximately 15000 users

¢ Current Process
— Completed with Excel spreadsheet

e User must know who to email to get approval

* No standard path of approval

¢ Changes take time to replicate through all users
— Leads to confusion

¢ Denials in one division and approval in another
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Summary (conT)

e Centralize and standardize process
— Requests
— Approvals
* Web-Based Application
— Database Driven
— Real-time, On-Demand Reporting

— Generate Email Notifications when request status
changes

e Access

e All network users (with credentials)
— Inside and Outside company
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Scope

* Collect Requests
— Hold requests until actioned (approved/denied)
* Notify approvers of pending requests by email
— K2
* Provide common approval process
— Track History
* Real-time reporting
— Business Objects

fi;? n ENELIS
&
Technologies
* Application written in C# vmw .
— .NET Managed Language isual Studio
* Microsoft SQL 2008 S
Vam
e |IS7 ﬁis -
e K2
— K2 is also written in .NET ='|<2
* Allows for extendability and easy integration in
application
— Hosted in Exelis network on own
WebServer/Database
* Business Objects Obieets
a0 BAP gormpany
— Java
* Apache
fﬁ;? wENELIS
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Architecture

System Architecture

Exelis external-facing
cloud

Active Directory Web Service

(Waorkflaw)

Microsoft SOL 2008 Server

ASPLNET 4.0 Web Server

SMTP Server
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IR User Behavior Architecture

A58 Net Valldation
System User
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Netify Admin
Group

Administrator Groups

Denied by any Admin
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Approval Workflow (K2)

Approval Notmcaton
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Database Implementation (Request)

request_status
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Database Implementation (Reporting)

bobj_report_folders (Reporting)
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bobj_report_p (Reporting)
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T e
e e
rem_agds_rams
~ N N repr_dargian
bobj_report (Reporting) [—
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Database Implementation

k2_environment
% environment_id
Environment_desc
url
svC_user_name

svc_password

general_settings
@ environment_id
environment_name
logging_enabled

k2_environment

10/16/2016

feedback_types
G feedback_type_id
feedback_type_desc

tracker
7 id
nt_logon

first_name

last_name

arival_time

page_url

feedback
# feedback_id
k2_proc_id
feedback_type
nt_credentials
notes

date_submitted

announcements
7 ann_id
announcement
priority
starts
expires
date_added
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Entity Request Model

(%2 it director del. &)

= properties
¥4 delegate_name
 delegate_nt

! Mavigation Properties

2 pusiness units

(% sdministrator |

= properties
5 admin_id
o user id
1 name
S Lname
2 mgrve
= amail
Hactive

1=l Navigation Proparties
3 admin_roles
3| business_units

ey

(% business units &1

H properties
5 parent ne
2 div_code
' div_name
it_manager_nt
P gisplay_order
1= Navigation Properties

& administiators

] it_director_deleg .
4 requests

4 business_units1
4 business_units2

(%2 catogory

H properties
[ p—
F categary. desc

= Navigation Properties
| Request type

»

(% amin_rolas

= properties
9 ad min_id
B rcle id
o authorizeday
F autherizedDate.
=F revokeBy
=T revokeDate
= Mavigation Properties

[ role

(% e

5

5 properties

file_name
2 file_details
= file_data .
2 iile_size
e _type
S updated by
T last update
E Navigation Praperties

3 request

[Car——re—

|
B properties -
19 req_type_id
4 1eq_type_short
| req type desc
 categary id
= Navigation Properties |
] categary
= requests

= roles

H properties
1 eole_id
1ol dese

= Nawigation Properties
| admin_roles

2| Request_type

| qale

£. reguest stams

= praperties
B tatus_id
O status desc
= Navigation Properties |

1
4 requests

5 request 2l
El properties
E_fmuu
B e o
2 div_no PSS
2 quote_ro o
F request_date - ke
% business justific.. | 1 0.1 = sl
S requester nt e
*Femp_nt = Navigation Properties
' emp_manager_nt | request
Hstatus b
F last_updated EE—
L
| ¥ Navigation Properties s o
=
- :::;mzs units ey
5 sware_ieq_no
B, haccware 1o - B sware_rea
| higtories - L *F software_name
= request_status =l Mawigation Properties
=, Request_type 4, request
| software req
) 3 [ actiontypes 2
(2 hisory ) =
| =l properties
| & properties | W action_id
P history.id Py o action desc
= req id = Mavigation Properties
S actian_id 4 histories
= comments —_—
= date

&l Havigation Properties
5, action_ types
& request
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¥

w ENELIS




Business Objects Universe
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Entity Reporting Model

[ bobj_report_categories

= Properties
¥4 report_category_id
5 report cstegery_name

= Navigation Properties

% bobj reports

% bobj_report_enviranments

= Properties
i
4 environment_short_name
4 environment_name
= Navigation Properties
5] bobj_repors

[ bobj_report_types

= Properties
4 reportypeid
5 gescription
2 value
= Navigation Properties
%] bobj reports

»

-
“#: bobj_reports

= Properties
¥ reportid
5 report file_name
5 report display_name
5 report description
5 report category
7 sort_order
F reporttype
5 report_output
f raport_path_id
F reportimags
F reportenvironment
2 lastupdate
5 updated_by
= Mavigation Properties
% bobj report_categories
%] bobi reportenvironments
=] bobj report_folders
%] bobj report_outputs

= Properties
¥4 report_parameter_id
= reportid
“ num_inputs
5 parameter_listid

= Navigation Properties

5] bobj parameter_list
%] bobj_reports

[ bobj_report_parametars

| bobj report p
5| bobj report types

(42 bobi_report_outpurs 0B

= Properties

39 reportcutpuria
5 output_desc
 value

Navigation Properties
%] bobj_reports

= properties
¥ paramater_list id
-1 5 parameter
= Mavigaticn Properties

%] bobj report_parameters

#: bobj_report_folders &
= properties

4 report_path_id

7 report_path

5 report_folder_name

=l Navigation Properties
%] bobj reports
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¢ | Controls

4 [y RequestTypes
@d:| BaseAttributes.ascx
@4:| BlockedContent.ascx
@4 Hardware.ascx
@4:) MobileDevice.ascx
@] Software.ascx
@) VPN.ascx

@/d:| Announcements.ascx

@] Error.ascx

@l3:| History.ascx

@13:] Locations.ascx

@8] Menu.ascx

#/4:| RequestResubmit.ascx
foreach (IT_Exce de file in files) alf: Search.ascx
UserFileUpload.ascx
UserSearch.ascx

Application Pages

10/16/2016
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Third Party Tools
* jQuery

— Extends JavaScript Library to abstract mundane tasks
jQueryUl

— Provides User Interface that is consistent across
browsers

jQuery Tools

— Tooltip replacement
¢ Consistent look

zoomlmage

— Click image to zoom to foreground

f-ﬂ-\ " ENELIS
DefaultText i@ L
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Third Party Tools

e Squishlt
— Minify and compress JavaScript and CSS
e Smushlt
— Online image sampling tool
e Reduced image size while maintaining quality
* Sprites
— Multiple images in one file

e Reduces web server calls on page load
e Reduces file size of needed images
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Sprites

#)w1 BEFORE (Juu AFTER

Number of HTTP requests:

Number of HTTP requests:

Total size of the images:

13
o 20.5 KB

@l ens EXAMPLE (@) ens EXAMPLE

Total size of the images:

13 KB

23

Homepage

IT Excermons REQUEST
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13 Risks bR | 15 K]

* Four points of failure
— Mitigate
* Ensured efficient connections
* No Entity Framework experience
— Mitigate
¢ Learn, research, evaluate
e Scope Creep is not managed

— Accept
* Almost impossible to avoid

fory emee
N\ /B

13 Risks bR | 15 K]

e Uncommon hierarchy/inheritance in entity
(request to subtype)
— Accept
* Online research for best practice
* Mobile Interface Integration

— Transfer

* Customers never decided on mobile platform
— Decided to use WP7 Mobile Internet Explorer

e
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MY Schedule

e Developer Cost

— Estimated
¢ 250 hours

— Charged as of 4/20
* 317 hours

fory emee
¥

Lessons Learned
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NI} Lessons Learned

Entity Framework

— Great platform
e Abstracts database interaction from developer

SourceCode K2 BlackPearl

— Refrain from using service brokers

Project Management

— Scope not managed correctly

— Difficult to make senior groups come to consensus
Application Design

— Would have liked to use MVC 3

AP s
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Questions?
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