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Introduction . Problem/Solution .

) u b onttor their vehicles » 1550 vehicle related crimes involving vehicle or

* Security and current state of vehicle vehicular property theft*

« PCSMS gathers and displays this data

» Hardware device, cloud storage, and mobile application
* Locked/unlocked state of the car

» Open/closed state of a car’s doors

* Time stamp

» January 1st of 2014 Fort Wayne, IN

. E'nhancing a car’s security

« Android smartphone app

» Monitor the condition and security of automobiles

*http://www.fortwayne.com/section/CRIME. [Accessed 6 December 2014]




10/16/2016

'S_yste?m Design (Top-Level Description)

System Requirements

Pi Car System Top Level Architecture

* Main Modules
» Hardware System:

» The device shall collect data from sensors installed on the car's doors

, l - Eiariﬂ?f”y 1 a1 anaiog » The device will store the collected data locally
(o) sz _
o ﬂl | nasein « Web Service: Amazon * The device shall use a GSM modem
' ‘éﬁiﬁﬁgg'ws DynamoDB « The GSM modem shall transmit collected data to web servers
l « Mobile App: Native * The collected data shall be stored to a database
Android Mobile

@i‘ R Application
= DATABASE




System Requirements (Continued)

 The device shall be powered from the vehicle

» The device shall weigh less than 5 pounds

 The device shall be capable of being discretely mounted

» The device shall operate in -32 to 110 degrees Fahrenheit

» The device shall survive vibrations from driving on public roads

Hardware Design (System Overview)

* Raspberry Pi

» Network
Adapter

* Portable
Powerbank

« Breadboard

» Switches

Network
Adapter

Portable
PowerBank
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Ribbon Cable| — | Breadboard

| HLever Switch

Resistor

LED

Lever Switch
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Hardware Design (Raspberry Pi)

Hardware Design (Parts List)

1 x Raspberry Pi Model B+ (B Plus) 512 MB

1 x Raspberry Pi B+ Case

1 x SanDisk - Ultra 8GB SDHC UHS-I Class 10 Memory Card
1 x RadioShack 1250mAh Slim-Style Portable Power Bank
1 x CanaKit WiFi Adapter/Dongle (Ralink RT5370 chipset) 512MB System Memory
1 x Breadboard 40 Pin Header for

1 x GPIO Ribbon Cable e General-Purpose

1 x GPIO to Breadboard Interface Board Py by 'ERE’EB{AZ “rtsg '&?SJSLSB
1 x Green LED - 5 Port

1 x 220 Ohm Resistor % g, /) 600 MA to 1.8A @ 5V

1 x SPST Toggle Switch s ) D Power Consumption

2 x Micro Switch ™ Sl S
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Hardware Design (Pi Components) . Hardware Design(Analog Components) .

_RadioShack 1250mAh Slim-Style GPIO to Breadboard Interface
Portable Power Bank /

WiFi Adapter/Dongle Board '
(Ralink RT5370 chipset) GPIO Ribbon Cable Breadboard

SanDisk - Ultra 8GB SDHC
UHS-I Class 10 Memory Card

Uftra

JGHB“ @ S‘
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Hardware Design(Analog Components) . Software Design (Overview)

SPST Toggle Switch

Micro Switch « RPi.GPIO
220 Ohm Resistor « Boto
Green LED « SMTPLIB

» DynamoDB
« Mobile App
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smpozt boto

from boto.dynamedbl.table import Table
import smtplib

Code

Python library $_PIO vari_aglles
imports ime variables

GPIO pln : S A Text variables
e Email variables
Boto connect
Messages
variable

i dreketer et it iy g - Comments

configuration
Message
variables
Comments




return str(re
else:
result = 52 + now
return str{result)
ealse:
result = 52 + now
return str(result)

3 4 now
return str{result)

else:
result = 54 + now
return striresult)

else:

result = 54 + now
return str{result)

» Create message
method

e Create ID
method

e Comments

Code

» Constant while loop

» Set LED

* Monitor states

» Gather data

* Create database record
» Send message

e« Comments
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if(L = 1):

A£(D1 = 0): C d
server,.sendmail ‘t!c:‘laﬂﬂr, toacﬂf, Qmsq} 0 e
elif (D2 == 0):

server.sendmail (fromaddr, toaddr, emsg)

#che or
elif (D2 '= GPIO.input{l5}):
L = GPIO.input (13)

Dl = GPIO.input(22) i
02 = G?zoli:sztm] * Monitor states
l“"" :jd.[.':]:=\'::'P.-1L9MH.'5:".-1{3{-':J} : Gather data
item = Messages.new_item{hash_key=CreatelD(), ° Create database
range_key=CreatelD(),
attrs=item data) record
item.put()
SRR - Scnd message
iffL = 1): ) L/ CommentS
if(Dl = 0):
server.sendmail (fromaddr, toaddr, emsg)
elif (D2 == 0):

server,sendmail (fromaddr, toaddr, emsg)

Software (Database)

* HashID (String)
» RangelD (String)
» Message (String)
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<"http //schenay, andrald, con/apkd res fandrad®

hiF
e Bl (o
& combination of K
storing, and

vert

Security Renitoeing Systes (PCD) contain
are and goftasre techalaghes uaed for abtalnig,
g the phyalesl atats of y + The curcant

be viewd from the con

schinved through the
s ol thls ssbile applic

“hutton

LI LAgt

elisntanager =

o mazontLientHanager (this)s

Final B o) finduieetyTa(R. 141458 _users_brtn);
Listus whew.omclickidstener() [

£ woid onC
Leg-1iTAS,

e DyniamcDas ki)
s ancCOFasagerType. LIST_USERS);

Home Screen XML
Home Screen Java

PCSMS Explanation
“View Records” button

Software (Mobile App)

<l version="1.2" encodil tf-8"1>

<TextView xmlns:android="http://schemas.android.con/apk/res/android”
android:layout_wid 111 _parent”
android:layout_height="fill parent”
android:padding="10dp"
android:textsize="16sp" >
</TextViem|

* View Records XML

» View Records Java

» GetUserListTask
 dolnBackground
e SwapNumbers
e OnPostExecute
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Integration (Original Fixture)

e |

Software (Mobile App)

Scane the table snd returns the record

public static Aeraylist<UserBreferences getUeerlist(} {

:aa:nmy?m??r'llrnr ddlb = PiCarSecuritytonitoringsystem, clientfanager . DynamODBManager JaVa
DynamcOBtapper magper = new DynanoD8Mapper(ddb); . getUSerLiSt ° Origina' fixture bU“t tO
DynancOScankxpression scanbnpression = new Oynamcl@Scanbxpressiand); - :
LTI IO NI SR clientManager contain components and
Userpreference. class, ccanfupr, . -
ArrayList<vserPreferencer resultilst = new Arraylistuserpreferencer(); Mapper SImUIate VehICIe
T foroib et e o1 e e o Scan table o
rewultListadd(sn)i . » State: “Car Locked /
B o Create list of results D cl d4”
0 A wipeCredentials oor(s) Close

PiCarSecurityanitaringSysten. cl ienttanager
wripetredentialstnauthirror{ex);

return null;

19



Integration (Original Fixture)

=

* Original fixture built to
contain components and
simulate vehicle

'+ State: “Car Locked /
Door(s) Open”
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Integration (Original Fixture)

¥ ¢« Original fixture built to
1 contain components and
*g simulate vehicle
¥ » State: “Car Unlocked /
Door(s) Open”’
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Integration (Google Play Store)

B PCSMS * Wy

* Google Play
Store

* Apps

» PCSMS

» Download

Integration

« Logo

* App name

» Description

* “View Records”

View Records
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Integration (Mobile App Records) Integration (Demo Model)

P =

PCSMS

~+Logo

* App hame
* Current state
 Time stamp

» Descending
order

1c
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SPST Toggle Switch Micro Switch

Model Car with Hardware Device Hardware Device in Model Car

Integration (Switches) . Integration (Finished Product)
..

7 =
a =

Bl e
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= =
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Conclusion

» Project met all requirements

» Additional Feature: SMS text alert

« Additional Feature: Google Play integration

» Additional Feature: Batter backup

» Completed on time and under budget

» Future Enhancement: On Board Diagnostics(OBD-II) integration
» Future Enhancement: Wireless switches

 Future Enhancement: iOS mobile app
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