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Home Security

» According to , in 2014, Oonly
13.6% of home invasions resulted in arrests

» Over 86% go unsolved

» Can be prevented, solved with Home Security
System
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Executive Summary

» Inexpensive Home Security System
» Detect if there is an intruder

» Detect temperature

» Detect if there is a fire

» Automatically arm/disarm when the user is
detected on the network

Overview

» System based on PrivateEyePi software

» Supplies the code, website, and server to'control
the system

» Built with Raspberry Pi 3 with Linux Distribution
‘Ubuntu-Mate’
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Project Architecture

Components

» Door Contact(Reed Switch)
» Temperature Sensor (DS18B20)




Components

» Siren (Active Buzzer 2500 Hz)
» Flame Sensor

Components

» Raspberry Pi 3
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Raspberry Pi Pinout
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Circuit Testing (Breadboard)
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PrivateEyePi Website
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PrivateEyePi Website
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Software Flow Chart
Raspberry Pi

e Alsem Seatu

from time import sleep
import RP1i.GPIO as GPIO

Flame Sensor

#GPIO. setmode(GPIO.BOARD)
GPIO.setmode(GPIO.BOARD)

GPIO.setwarnings(False)
Flamein = 15

#Switch Pin
GPIO.setup(Flamein, GPIO.IN)

while True:
try:
if (GPIO.input(15) == True):
print "the house, the house, the house is on fire.

else:
print 'you are safe.’

except KeyboardInterrupt:
exit()
GPIO.cleanup()
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# Enter device MAC addresses (lowercase) to watch

N etWO rk phones = {'1c:5c:f2:98:30:c4"': "Archie-Phone",
'eB:c7:67:62:20:07": "Rebecca-Phone'}
S n n r def GetCurrentDevices():
2 present_files = []

allDevices = []
device = {}
# Execute arp command to find all currently known devices

proc = subprocess.Popen('arp -a | cut -d" " -f1,4', shell-True, stdout-subprocess.PIPE)

# Build array of dictionary entries for all devices found
for line in proc.stdout:
item = line.split()
device["Name"] = item[0]
device["MAC"] = item[1]
allDevices.append(device.copy())
proc.wait()

return allDevicesl

NetworkScanner2

def WhitelistedDevicePresent(allDevices):
# Search Array of Dictionaries for items in phones
# Print name of device if found
for person in phones.iterkeys():
for device in allDevices:
if (device.get('MAC') == person):
return True;

return False
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Alarmup?2.py

import RPi.GPIO as GPIO

import urllib2

import subprocess

import globals

hmport networkscanner

from alarmfunctionsr import UpdateHost

from alarmfunctionsr import GetDataFromHost

from alarmfunctionsr import SendEmaillAlert

from alarmfunctionsr import SendEmailAlertFromRule
from alarmfunctionsr import SendEmailAlertThread
from alarmfunctionsr import SendTolLCD

from networkscanner import GetCurrentDevices

from networkscanner import WhitelistedDevicePresent

##Takes the global currentDevices, gets a new list and compares them
def ConnectedDevicesDiff()

global currentDevices

newDevicelist = GetCurrentDevices()

if (newDevicelist != currentDevices):
##update list of current Devices
currentDevices = newDevicelist
return true
return false

Alarmup?2.py

def PollConnectedDevices():
global start _time
global elapsed time
global currentDevices

if (elapsed time >28):
start_time = time.time()
if ConnectedDevicesDiff():
if WhitelIstedDevicePresent():
return true
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Notification Alerts

senoo ATET 11:06 AM

<

1(410) 100-006

FRM:bradaj01@gmail.com
SUBJ:Alarm Notification
MSG:This is an automated

email from your house alarm H H
ST A Alarm Notification Inbox  x

Zone: Apartment (Front Door)

FL! bradaj01@gmail.com 4:41 PM (2 hours ago)
i tome [+

Alarm has been activated: Apartment (Front Door)

Problems and Corrections

» Changed from scanning IP address to MAC
address

» Switched operating systems from Raspbian to
Ubuntu-Mate due to Internet connectivityssues

» Issues with the automatically arming/disarming
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Cost Management

Material/Tool Cost
Item Cost Each_| Total Cost
Raspbarry Pi $ 5000 [ § 50.00
Breadboard 3 10.00 10.00
Reed Swich 5.00 5.00
Sensor 10.00 10.00
Flame Sensor 10.00 10.00
Webcam 25.00 25.00

Material Total

Schedule and Time Management 3o

Tack Br'l6 Apr 16 May 16 Jun ‘16 Jul'16 Aug 16 Sep 16 0 16 Nov 16 Dec 16
Mode + | Task Name v|Duation w|[6 132027 3 1017241 8 1523 512192 3 1017 431 7 4210841852 916330613202741
ProjectStart 0days 45/

System Integration 0 days + 8/16
Complete

Software Design ~ 0days
Complete

Hardware Design ~ Odays
Complete

Testingand 0days
Verification

Complete

Final Report 0days
Submitted

Presentation 0days
Delivered

Project End 0days
» Hardware Design ~ 12days
» Software Design 30 days
» System Integration 50 days

» Testingand 29days
Verification

» Final Report 56 days
» Presentation 11 days
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catio
v] Requirement Type |« Requirement (Shall or Should statements) Method | ™
1 ‘Operational The system shall genarate an aledt when the akarm is triggered Demonstration
2 ‘Operatanal The system shall detest intrusion Test
3 Functisnal The systemn shall be armed by use of a wireless signal Demonstration
‘Operatonal The system shall be able to be armed from a remote Iocation Demonstration
Operational The system shall be able to be disarmed from a remole location Demonstration
4 Operational The system shall be disarmed by use of a wireless signal. Demonstration
5 Functional The system shall use a self oseillating piezo transdueer for the audible alarm Inspection
[ ‘Operational The system shall sense infrusion using door switches_ Demonstration
7 Functisnal The wireless interface shall be in a smartphene. Demonstration
8 Performance The alarm shall arm itself when the user is in range of the wifi natwork Demonstration
9 Performance The alarm shall disarm ifself when the user is cut of range of the wifi network Inspection
10 Functional The systen shall display the temperature in Farenheight Analysis
11 Physical The system shall weigh no mare than 5 |bs. Inspection
12 Physical The systemn shall be hidden inside a box no larger than 12x12x6 Inspection
13 Operational The system shall be able to detect intrusion when door is opened Test
14 ‘Operatianal The system shall be able to detec intrusion when windows are cpened Test
15 Environmental The system will be able to wark in an aparment setting Tost
16 ‘Operatanal The system shall be able to detec lemperature Demonstration
17 Operatianal The systemn shall be able to detect if there is a fire. Demonstration
18 Operatianal The system shall disarm when the user is in range of the system Demonstration
19 Operational The system shall arm when the user is nol in range of the system Demonstration
20 Environmental The Ul will be hosted on a computer Demonstration
21 Environmental The Ul will be hosled on a smartphene Demonstration
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Final Prototype

Final Prototype
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Lessons Learned

» Should have given myself more time to learn
programming and to program the project

 Need to add a 1k resistor to the transistor. Willknot
last as long without a resistor at the base of the
transistor.

Conclusion

» Project was mostly successful
» Automatically arming/disarming did not work

» Flame Sensor, Temperature Sensor, and Reed
Switch worked
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